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What Every Litigator Needs to Know About
the HITECH Breach Notification Rules
The Health Information Technology for Economic and Clinical Health Act (“HITECH”) was enacted as
part of the American Recovery and Reinvestment Act of 2009. Section 13402 of HITECH imposes certain
notification requirements upon entities covered by the Health Insurance Portability and Accountability Act
(“HIPAA”), Public Law 104-191.Specifically, HITECH requires HIPAA-covered entities, defined in 45 C.F.R.
160.103, and their business associates to provide notification when breaches of unsecured protected health
information occur. When a breach occurs, business associates of HIPAA-covered entities must inform the
covered entities of any breach. Covered entities must then notify the individuals whose information has been
breached or is reasonably believed to have been breached.
What Constitutes a Breach?

Pursuant to HITECH, a breach occurs when there is an unauthorized acquisition, access, use or disclosure
of unsecured protected health information that compromises the security and privacy of the information.
“Unsecured” protected health information is information that is still accessible. If a covered entity has
technology or methodology that makes the information secured, meaning that it is inaccessible, unreadable and
indecipherable, there is no need for notification. Examples of securing protected health information include
encryption of electronic information and shredding of hard copy materials.
Also, if the information that has been disclosed does not contain harmful information, resulting in no risk
of injury to the patient, there is no need for notification. To determine whether the information would be
detrimental to the individual, a “harm threshold” must be met. The “harm threshold” is determined by a factspecific risk assessment of the unauthorized information. The main factor to consider in the risk assessment is
whether the identity of the individual can be determined from the information; if not, there is no risk of harm to
that person. Likewise, if the individual can be identified, but the services cannot, there is likely no injury. The
covered entity should also take all possible mitigation actions to ensure the information is destroyed by the
unauthorized receiver or not viewed and returned by the unauthorized receiver. If the covered entity is positive
that the information was destroyed or not viewed and returned, notification is unnecessary.
Exceptions to a Breach

There are three exceptions to a breach under HITECH. The first applies to workforce members of the
covered entity when the disclosure was made in good faith, within the scope of the disclosing individual’s
authority and does not result in any further violation. For example, if one employee of the covered entity
accidentally receives a piece of mail with confidential information, shreds the mail without reading it, and
notifies the person who gave it to her, the exception would apply. As such, there is no obligation to notify.
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The second exception applies to inadvertent disclosures from one person authorized to view the
information to another also authorized to view the information, but with less authority. Both persons need to be
employed by the covered entity or be business associates, such as a physician with staff privileges and a nurse
employee of a hospital. An example might include when an employee who does billing for the hospital and
may view only limited portions of a patient’s information, receives the entire medical chart from a doctor who
may view the entire record. In this situation, the doctor has full authorization and the billing clerk has limited
authorization. The doctor and billing clerk both have some level of authorization under the same covered
entity, so if the billing clerk does not review the material, there is no breach.
The third exception involves situations in which the covered entity has a good-faith belief that the
unauthorized person who received the information could not have reasonably been able to retain such
information. For example, the mailing of a patient’s examination results to the wrong person, but the mail
being returned unopened by the post office.
Notification Requirements

When a breach occurs, the HIPAA-covered entities must notify the individuals without unreasonable
delay, and no later than 60 days. The time for notification begins to run upon the discovery of a breach. A
covered entity’s employee’s knowledge of the breach will be imputed to the covered entity, while a business
associate will need to notify the covered entity for it to be considered to have knowledge. It is important for a
covered entity to impose strict reporting requirements on its employees, and to determine who is considered a
business associate rather than an employee.
Covered entities should provide written notice to the individual, or next of kin if deceased. If the matter is
urgent, an entity may also notify the individual by telephone. If there are ten or more people whose
information has been breached, the covered entity should notify by a conspicuous posting on its website or in
media print or broadcasting. If five hundred or more people are affected, the covered entity must give notice to
a prominent media outlet within its state or jurisdiction. A HIPAA-covered entity must also notify the
Secretary of the Department of Health and Human Services if there has been a breach of information of five
hundred or more people. Finally, the entity must annually notify the Secretary of all breaches.
The notifications should include: 1) a brief description of the breach, including the date of the breach and
date of discovery of the breach, 2) the type of public health information involved, 3) steps that the individual
should take to protect himself, 4) a brief description of what the entity is doing to investigate and mitigate the
breach, and 5) contact procedures for the individual to get in touch with the covered entity. The notification
should also be written in “plain language.”
Non-Covered Entities

The Federal Trade Commission (“FTC”) also has a health breach notification rule that applies to entities
not covered by HIPAA. For instance, a public health relation vendor may provide services on his own and
through a covered entity. If a breach is made by this vendor, he will need to notify the covered entity for
HITECH purposes, but will need to provide individual notice to his private clients under the FTC Rule. The
FTC breach notification requirement guidelines are similar to those imposed under HITECH, and can be found
at 16 C.F.R. §318.1-318.9.
Conclusion

Willful violations of any provision of HIPAA, including breach notification requirements, are punishable
by a minimum fine of $10,000, up to $50,000 per violation. Therefore, as counsel for covered entities, it is
imperative to advise your clients to create and enforce notification requirements to avoid costly penalties.
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